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Abstract
In this paper, we propose a digital video watermarking algorithm for H.264. The proposed algorithm exploits the 
specific characteristics of the compression standard H.264. The watermark to be embedded into the original video is 
randomly localized. It is on this foundation that our proposed video watermarking algorithm bases its secureness.     
In the proposed video watermarking algorithm for H.264 in the compressed domain, the watermark can be detected 
without the presence of the original video sequence. The watermark is blindly extracted by the help of the selected 
modified coefficient at the decoder.
© 2011 Published by Elsevier Ltd. Selection and/or peer-review under responsibility of ICAE2011.
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1. Introduction
In today's video delivery and broadcast networks, issues of copyright protection have become more 
urgent than in analog times. This is simply due to copying of digital video does not result in the decrease 
in quality that occurs when analog video is copied. One of the methods of copyright protection is to 
embed a digital code into the video sequence. The digital code is termed as watermark.
With the rapid development of computer network technology and information media, digital and 
information, the efficiency and accuracy of expression has been greatly enhanced. However, there are still 
many serious problems, such as easier and more convenient to work infringement and tamper.. Therefore, 
the digital watermarking technology for the purpose of anti-piracy emerge as the times require. At first,
the digital watermarking technology focuses on image watermarking. It has made a lot of research results, 
and also has launched a number of useful products. However, with the rapid development of multimedia 
technology, more and more video products appear in the world, such as DVD, VCD, video conference,
etc. Therefore, the copyright protection of video products needs to be addresse. The video watermarking 
intellectual property protection as a method of video data is being more and more attentioned. So far, the 
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technology that be used by video watermarking algorithm is lagging behind, so the anti-attack capability 
is very weak. It is necessary to try to use new technology to achieve a robust video watermarking 
algorithm, which is a better way to find more video product knowledge to protect the property rights.
Furthermore, the characteristics of the digital product are very easy to copy and transfer. If this situation 
does not be controlled, each user can unlimited replicate the digital product. Obviously, this greatly 
damages the interests of business. So the video watermarking technology is very important.
Conclusively, the main significance lies in the realization of the network environment can be effective 
in the digital video copyright protection and authentication. Facing the popularity of communication 
networks and e-commerce in current, digital video copyright protection, authentication problems and 
secure transmission of digital information is the most important problem which is need to be solved. The 
digital video watermarking technology is an effective and most promising technolog to solve these 
problems.
In this paper, we study the digital video watermarking technology and propose a digital video 
watermarking algorithm. The proposed algorithm exploits the specific characteristics of the compression 
standard H.264. The rest of the paper is organized as follows. We will first introduce the program of 
video watermarking algorithm in Section 2. In section 3, we discuss the key, Pk extraction and 
determination method. Then, we present a video watermarking progress in section 4.
2. The program of video watermarking algorithm
The video watermarking algorithm for H.264 in the compressed domain proposed in this project works 
at the macroblock level of I-frames. At this level, a 16×16 sample region of a video frame is contained in 
a macroblock. From the 16×16 sample region of a video frame contained in a macroblock, we extract an 
8×8 block. From the 8×8 block of the 16×16 sample region of a video frame contained in a macroblock, 
we further extract a 4×4 block. The 14 4B × ,
2
4 4B × ,
3
4 4B × and
4
4 4B × represent the four different 4×4 
blocks in the 8×8 block of the 16x16 sample region of a video frame contained in a macroblock. This 4×4 
block is to help us in the construction of the input block of 4×4 DCT coefficients before the FDCT.
Table 1. 16×16 or 4×4 luma and 8×8 chroma
For watermark embedding process, I-frames are chosen due to two major reasons. Firstly, it is a
fundamental video sequence. Secondly, the two frames P and B are highly compressed by motion 
compensation and there is less room in them to embed a watermark. Macroblocks in an I-frame are intra-
coded. This implies that each 16×16 or 4×4 luma region and each 8×8 chroma region is predicted from 
samples coded previously in the same slice as indicated in Table 1. There two luma prediction modes that 
are assigned different responsibilities. First is the 4×4 luma prediction mode that is chosen for the detailed 
areas of the frame. Second is the 16×16 luma prediction mode that is chosen for the smooth areas of the 
frame. After an intra prediction each 4×4 block of residual data is transformed by an integer transform. 
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An integer transforms means all operations can be carried out using integer arithmetic without loss of 
decoding accuracy. If the macroblock is coded in the 16×16 intra prediction mode, the DC coefficients of 
all 4×4 blocks are transformed. This transformation is done by a 4×4 hadamard transform after the 4×4 
integer transform to decorrelate these coefficients.
Fig. 1. Generation of watermarking process
The watermark is embedded in one quantized coefficient of a macroblock by the proposed video 
watermarking algorithm. The quantized coefficient,  iA for watermark embedding process is randomly 
selected. This is what guarantees the security of the proposed algorithm in this project. Visible artifacts 
are not induced by embedding the watermark in only one quantized coefficient in a macroblock. Even 
though, the attacker cannot identify which quantized coefficient has been chosen. If he wants to the make 
watermark detection impossible, then he has to change at least half of the quantized coefficients. The 
video will be useless due to visible artifacts in the video sequence in case half of the quantized 
coefficients are changed.
iA is the quantized AC coefficient selected in the MB for watermark embedding process by using 
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several bits of the ikP . The 
i
kP controls the selection of the quantized AC coefficient iA in the
thi
macroblock for watermark embedding process. A proposed video watermarking algorithm in this project
can be under self-collusion attack in case the same ikP is used for every video frame, although this would 
be of an advantage due to transmission of a very short ikP . To resolve this kind of dispute, we need to 
have several different ikP    utilized for every video frame. This would solve the dispute on one hand but 
also create another dispute on the other hand. The created dispute is that, in this case we need a very long   
i
kP key to be transmitted. The danger of transmitting a very long 
i
kP key is the impracticability of our 
proposed video watermarking algorithm for H.264 in the compressed domain. A dispute of this nature is 
now resolved by generating the general key, ikG from a combination of a public key, 
i
kP and a secret 
key kS . The kS is extracted from some robust characteristic of the macroblock and a kS is possessed 
by the copyright owner as shown in the figure 1. From each macroblock the ikP is extracted. 
i
kP is 
passed to a cryptographic system in the plain text form with the kS . The cryptographic system generates 
a ciphertext which is the ikG for that specific 
thi macroblock. In our case for this purpose a fast and 
simple cryptographic scheme can be utilized given that the requirements of the security for video 
watermarking systems are less than those of cryptographic systems.
At this point we use a shift cipher with modulus 2 that is to say the plain text, and the . There are 2 bits 
of generated general key   that determine the selected 8×8 block in the macroblock. There are also other 2 
bits that determine the selected 4×4 block in the 8×8 block. For watermark embedding process,   which is 
the selected AC coefficient in that 4×4 block is determined by a sum of 4 bits.
3. Key, Pk extraction and determination
It is possible to utilize the DC coefficient itself to extract the public key kP . But there is danger in this 
kind of approach. The danger is that the attacker has got the ability of carrying out the changes to the DC 
coefficient of each and every block by exactly the same amount. By so doing, the detection of the 
watermark is completely blocked and hence watermark detection is impossible. The consequence for such 
an action is the visualization of brighter frames or darker frames. Despite these consequences the quality 
perception of each frame remains unchanged.
Fig. 2. Key, Pk extraction
On the other hand, it is also possible to utilize the relative difference of the DC coefficients of the  
4
4 4B × blocks as shown in Figure 1 above to extract the kP from the MB. Applying this kind of approach, 
it becomes so hard for the attacker to make the kP extraction impossible for the copyright owner. This is 
simply because he must carry out the decrement or increment of the DC coefficient of either one block or 
more to completely disable the kP extraction. Once the attacker carries out this kind of operation, visible 
artifacts will be recognized as a consequence. Let the ( , )iX α β represent the relative difference of the 
DC coefficients of the  44 4B × blocks as shown in Figure 2 above to extract the 
i
kP    from the MB, where 
1≤α≤M,1≤β≤N and M × N is the total size of the video frame.
Let  
thi represent the position of the bits that make up a public key in an macroblock,  . The bits of the 
public key in a 
thi macroblock, ( )
i
kP j are obtained from the quantized DC coefficients that are presented 
in a vector style . Below is how the bits are obtained
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4. Video watermarking progress
In a compressed domain before carrying out the watermarking process first decode the compressed 
video bitstream. This is to bring nearer the entropy coding level. Once the entropy coding level is brought 
nearer to the watermark embedding process, then the computation complex becomes less and hence more 
suitable for real time applications. Furthermore, the nearer the watermark embedding process is to the 
DCT transform operations, the less induced degradation to the compressed video bitstream. It is highly 
desirable to carry out the watermark embedding process after quantization. This is simply to make sure 
that there is no erasure of the watermark and also the quantization being a lossy operation. In this thesis 
therefore we propose to embed the watermark in the reordered quantized AC coefficients. This is because 
apart from the quantization process being lossy, entropy coding and decoding is a fast procedure, and also 
watermark embedding and detection can be done in real time situations.
We saw that the ikP is actually made up of several bits that total up to 24. All these bits are not 
utilized. It is only several of those bits that are utilized in the selection of the coefficient iA in the MB 
for watermark embedding. The selected coefficient iA from the 
thi MB is modified in order to embed 
the watermark iWM in the 
thi MB.
It is just one level that is the maximum change made to the quantized coefficient selected for 
watermarking embedding. The quantization step size modification of a block is as large as the 
unquantized DCT coefficient of that same block. The degradation induced by watermark embedding 
process is proportional to the quantization error caused.
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